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Introduction

This guide explains how to install and configure the SurePassID Credential
Provider for Windows. The purpose of this guide is to provide a reference for
system administrators.

This guide provides information on the following topics:

1 Whatis SurePassID Credential Provider ?
o0 A brief introduction to the SurePassID Credential Provider.
1 Installing and Configuring  SurePassID Credential Provider
o Detailed explanations for installing the SurePassID Credential
Provider in a Windows environment.

Other SurePassID Guides

The Server Install Guide for Windows Servers has the following companion
guides that provide additional detail on specific topics for SurePassID:

Server API Guide
Fido U2F Mobile APl Guide
System Administration Guide
Local Agent Guide
o High performance Radius Server
0 Windows Event Log Integration
o Active Directory Synchronization
SurePassID Desktop Authenticator Guide
Google Authenticator Guide
SurePassID Authenticator Guide

T I I I

> >
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What is the SurePassID Credential Provider?

The SurePassID Credential Provider is a Windows Credential Provider plug-in
component that adds Two Factor Authentication (2FA) to any Windows system.
The SurePassID Credential Provider protects laptops, desktops, and servers
from attacks when locally logging into a Windows device or login via Windows
Remote Desktop Services (RDS).

The SurePassID Credential Provider works with any SurePassID server (cloud,
on-premises) and supports all the SurePassID 2FA supported OTP devices
including key fobs, FIDO U2F USB tokens, display cards, soft tokens such as
SurePassID Mobile Authenticator, Google authenticator, and mobile app push
technologies such SurePass Mobile Push App, and SurePass Mobile Push App
for FIDO U2F.

The system supports offline authentication allowing users to work securely when
they do not have any network connectivity; like in a car, train, plane, and insecure
locations.

Some offline options are:

1 Single Factor Only - Revert to username and password only. No 2FA
required
1 Require 2FA - OTP passcodes (mobile, fob, etc.) or FIDO U2F device.

Other features:

1 Master Passcodes - Admins can set strong passcodes for extreme
emergencies.

1 Configuration export/import templates - Configure a single windows
system as the gold standard and then easily replicate to all other
machines in the network. You can then easily burn it into your corporate
Windows system images so it is automatically present on any new
Windows systems.
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Prerequisites

SurePassID Credential Provider can be installed on the following 32 and 64 bit
Windows versions:

1 Windows 2008 i All versions

1 Windows 20127 All versions

1 Windows 2016 i All versions

9 Windows 7 1 Professional & Ultimate
 Windows 8/8.1 7 Professional & Ultimate
1 Windows 10

The following table summarizes which installer you need for each Windows
platform.

Installer Name | Windows Version

SurePassCP_Vl.exe Windows 7
Windows 2008
SurePassCP_V2.exe Windows 2012

Windows 2016
Windows 8/8.1
Windows 10/10.1
Credential Provider All Windows versions
Configuration App (stand-alone)
Email support@surepassid.com
for download Url.
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Post Configuration Steps

Here are a few recommended items to consider after installing the SurePassID
Credential Provider.

1 Disable all other credential providers, forcing SurePassID 2FA for all users

1 Review and configure system configuration settings to meet your
requirements

1 Large scale rollout to all users

These suggestions are discussed in subsequent sections.
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Installing the Credential Provider

The SurePassID Credential Provider installer will install all of the Credential
Provider components and prerequisites.

To start the installation you must first download the installation file
SurePassCP_V1.exe or SurePassCP_V2 .exe to one of your Windows systems.
After the file has been downloaded, execute the file and you will see the following

installation form:

SurePassld Credential Provider V1

y Please wait while Windows configures SurePassld Credential Provider
Y1
i

Cancel

Figure 1: Installation beginning

Then you will see the SurePassID Credential Provider genuine app notice.

E;‘ User &ccount Control >

5 Do youwantto allow this app to make changes to your

L

Program name:  Credential Provider
Verified publisher: SurePassID Corp.
File origin: Hard drive on this computer

() Show details Yes . No

Change when these notifications appear

Figure 2: Genuine App Notice

Press the Yes button and you will see the SurePassID Credential Provider Setup
form.
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& SurePassld Credential Provider Setup

Configuration
Server Login Name (Account Id):

Server Login Password (Accourt Token):

SurePasslD Server Enpoint URL:
Server Communication Timeout (secs):
Master Passcode Ovemide:

Cffline Security:

Oath Authentication Methods:
Push Authertication Methods:

Activity Log

|T|e|a |

|sandbox ~ | Test

| | Fido UZF Appld: ||'rl‘lps:f’ﬁidocert surepassid.com

Single Factory Cnly > Auto Authentication Method: | None hl

Send Passcode Via Email ] Passcode Via Voice Cal
SurePassld Mobile &pp (SM5) ] SurePassld Mobile App

Send Passcode Via Sms
Sms Verfication

Registry settings found.

Figure 3: Installation App: Specify Install

Configuration

The form has the following fields:

1 Server Login Name (Account Id)

I This is the identifier for your

SurePassID account.

91 Server Login Password (Account token)

T This is the password for your

SurePassID account.

You can get the Server Login Name and Server Login Password

from

the SurePassID Administration Portal as shown below:

SurePass {+}
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Ihpdabe Client | Thera Soltwane Tnc. | Mewr Upsighs (s

Domync  Ber ot com

et s [T Softmr 6
Privtied Sanal Musber Prafa: 15T

S Loggen Mam (Moot W s
S Login Plrisword [Aotount Takeals

Linern Troe mvrmrty | Ao - Free bt o

White Lt {alow 30068 only 00) Thets [P ddresias

LR LUpdated

1 SurePassID Server Endpoint Url T This is the listening endpoint for the
SurePassID server. For example:

https:/lyour_ SurePassID _server_url/AuthServer/

For convenience, the following abbreviations can be used as well:
o Sandbox T The SurePassID test cloud service
0 Production i The SurePassID production cloud service

1 Master Passcode 1 The code that can be used for the 2FA authentication
One Time Passcode.

1 FIDO U2F Appld i The FIDO Appld that was used to register the userd s
FIDO token. Typically, the user will register their FIDO device using a
FIDO registration app as part of user enrollment in the system.

1 Test button i Verify the connection and credentials (Server Login Name,
Server Login Password) to the SurePassID Server installation.

1 Export button i Export configuration to an export file. This option is only
available after successful installation and you are running the app in
standalone mode.

1 Import button - Import the configuration information from a previously
exported configuration file using the Export button.

1 Offline Security i

o Single Factor Only will allow the system to fall back to single
factor (username and password only).

SurePass @ SurePassID Credential Provider Installation Guide Page 11 of 35



We strongly discourage the use of this option.
o0 Require 2FA demands that the user uses an offline 2FA method
such as mobile OTP, Key Fob or FIDO U2F device.

1 Auto Authentication Method T The selected authentication method will
be triggered when the user receives the login screen. For instance, if you
set this to AWhen user first receives the login screeno

1 Additional Authentication Methods i By default, every user will need to
enter a One Time Passcode in addition to their username and password.
You can allow the user to use other authentication methods:

Send Passcode via SMS

Send Passcode via Email

Passcode via Voice Call

SMS Response Verification

SMS Text OTP (deprecated by NIST)

SurePassID Mobile App U2F

O O0OO0OO0OO0Oo

The Windows login screen is dynamically built for each user based on the
parameters shown below:

L SurePassid Credential Provider Setup - 0 %
Configuraton
Server Login Name (Acoount d): [Fa
Server Lopn Password (Account Token):

SurePassiD) Server Enpont URL: [panes v| Test

Server Communcation Troeout fecs] -]

Master Passcods Ovemde:

Ofire Secuety:

Mark 3 Addticnal Acthertication Methods: [ Send Posscode Va Sms [ Senc Passcode ViaEmal [ Pasacode Via Voice Cal
[ Sms Response Verdication [ SurePasskd Moble App [ SurePasski Moble fop UZF

Logged on

|
e

| Switch User |

9 Start button 1 Start the configuration process. When completed, the
screen indicates that the SurePass Credential Provider has now been
installed. You can then select the Exit button.

NOTE: You can run the Installation App stand-alone after installing to check the
user& configuration, import a new configuration, or export the current
configuration.

To verify installation of the SurePassID Credential Provider you can review the
Installed Programs located in the Control Panel app as shown below:
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B Control Panel'\Programs\Programs and Features

" E » Control Panel » Programs » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates

& Turn Windows features on or

off Organize «

Mame

B skype™ 7.27

@- SourceTree

aSpIashtop Business

& Splashtop Software Updater

|5 S0OL Server Browser for SOL Server 2012
£ SurePass Local Agent

Clsusalacsld J0de hacs

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Publisher

Skype Technologies 5.A.
Atlassian

Splashtop Inc.
Splashtop Inc.
Microsoft Corporation
SurePassld Corp

[ T )

L5 SurePassld Credential Provider V1
L7 SurePassld Credential Provider V2

SurePassld Corp
SurePassld Corp

EZKIGp STt ToKen
(] SurePassld STS

[@) Synaptics Pointing Device Driver
H TeamViewer 11

E3TOSHIBA HDD/SSD Alert

+§) TOSHIBA Speech Synthesis
[2]TOSHIBA System Driver

£

Swrermn ey
SurePassld Corp.
Synaptics Incorporated
TeamViewer

TOSHIBA Corporation
TOSHIBA CORPORATION
Toshiba Corporation

- O *
v O Search Programs and Features 0
= @
Installed On  Size &
9/7/2016 123 MB
1/25/2016 8.77 MB
4/20/2016 241 MB
4/25/2016 9.33MB
8/21/2013 19.7 MB
3/21/2016 612 KB
ZM0 06 10 7 RAD
8/3/2016 636 KB
8/12/2016 638 KB
5122010 (R0
4/25/2016 47.7 MB
11/29/2015 46.4 MB
9/13/2016 80.6 MB
2/21/2013 92.5 MB
2/21/2013 106 MB
2/21/2013 TOTMB
>

Currently installed programs Total size:  44.6 GB

‘.“‘-
[.] 272 programs installed

Figure 4. Installed System Component
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Post Installation & Verification Steps

Before verifying the system, it is important to understand how SurePassID
Credential Provider maps users Windows login credentials to SurePassID users.

IMPORTANT: The Windows login username must match the username
defined to SurePassID .

For example, if the user Mark logs into Windows with Mark, mydomain\Mark or
Mark@mydomain.com, there must be a SurePassID user named Mark. This
SurePassID account holds the 2FA tokens for the user. The username is
identified via the User Name attribute for SurePassID user account as shown
below.

» Accounts + Tokens | » Audit Trail tierasoft.com | Z4 Mark Poid | «ff Logout

23 Member Of Group 5j Import Users

Update User [Mark] Mew Update Close Email Login Info

Login Credentials

pasot | £ @

In addition to manually adding a user to SurePassID, there are many options to
import users (and their 2FA tokens) into SurePassID such as csv files, Active
Directory repositories, etc. Check the Import Users section of the System
Administration Guide for additional information about these options.

Verifying Installation for Windows 7 and Windows 2008

After installing the product and then logging out/locking/switching users, you
should see the following images:
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Mark
Logged on

. Windows' 7 Home Basic

Figure 5. Windows 7 Login Screen
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Administrator

% Windows Server200s
Datacenter

Figure 6: Windows Server 2008 Login Screen

The SurePassID login tile (green border) is added as an option in addition to the
standard Windows username & password (yellow border).

NOTE: to eliminate the standard username and password option see the
following section: Enforce SurePassID Two Factor Authentication for Windows
Server 2008 and Windows 7.

Select a SurePassID login tile to display the SurePassID login screen:
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Mark

Logged on

[prers ]

| Switch User

= Windows 7 Home Basic

Figure 7: Windows 7 SurePassID Login Screen

To login, enter your password and two factor passcode. If you have a two factor
key fob enter the number on the key fob. If you have a SurePassID Treo, position
the cursor over the passcode field and tap the button on the Treo. If you have a
mobile OTP app, enter the code from your mobile phone app or you can request
a code via the menu items. In this case, press the button on your Treo and the
passcode is filled into the Enter Passcode field as shown below:
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. Windows' 7 Home Basic

Figure 8: Windows 7 SurePassID Login Screen Credentials

Press the login submit button (white arrow in blue circle) to complete the secure
login process.
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Logged on

P
Enter Passcode
end

'Windows Server-2008
Datacenter

Figure 9: Windows Server 2008 Login Screen

To login, enter your password and two factor passcode. If you have a two factor
key fob, enter the number on the key fob. If you have a SurePassID Treo,
position the cursor over the passcode field and tap the button on the Treo. If you
have a mobile OTP app, enter the code from your mobile app or you can request
a code via the menu items. In this case, press the SMS push verification:
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Verffication SMS pushed to your mobile. Review the SMS request
on your mobile, Reply Y, wait for confirstion on your mobile, and
then proceed logging in.

‘Windows Server200e
Datacenter

Figure 10: Windows Server 2008 Login Screen SMS Verification

You will receive the SMS verification confirmation request. Click Ok and wait for
the verification SMS message on your mobile.
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o

7 Windows Server-2008
~ Datacenter

Figure 11: Windows Server 2008 Login Screen Credentials
After receiving and approving the verification SMS message on your mobile,

press the login submit button (white arrow in blue circle) to complete the secure
login process.
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Verifying Installation on Windows Server 2012, Windows
Server 2016, Windows Desktop 8.1, and Windows Desktop
10.1

After installing the product, log out, lock the desktop and switch users, you
should see the following images for Windows 8.1. The screen will look nearly
identical for Windows Server 2012, Server 2016, Windows 10.

Figure 12: Windows Desktop 8.1, Server 2012 Login Screen

Press the Sign-in options link. The screen will be updated to include all available
sign-in options. The SurePassID login option is highlighted below.
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Figure 13: Windows Desktop 8.1, Server 2012 SurePassID Login
Screen

Press or click on the SurePassID tile. The SurePassID login screen will be shown
below.
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Mark

SurePassld Login
Enter Passcode

Figure 14: Windows Desktop 8.1, Server 2012 SurePassID Login
Screen

To login, enter your password and two factor passcode. If you have a two factor
key fob, enter the number on the key fob. If you have a SurePassID Treo,
position the cursor over the passcode field and tap the button on the Treo. If you
have a mobile OTP app, enter the code from your mobile or you can request a
code via the menu items. In this case, press the button on your Treo and the
passcode is filled into the Enter Passcode field as shown below:
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Mark

. SurePassld Login

-

Figure 15: Windows Deskt op 8.1, Server 2012 SurePassID Login
Credentials

Press the login submit button (arrow) to complete the secure login process.
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Enforce SurePassID Two Factor Authentication for Windows
Server 2008, Windows Desktop 7

Disabling other logon methods to enforce SurePassID 2-Factor
Authentication : Registry

Download, unzip and run the following registry script:

https://sandbox.surepassid.com/downloads/CP V1/SurePassCP V1 ReqisterFilt
er.zip

When you log into the system next time, the login screen will only show the
SurePassID tile as shown below:

Figure 16: Windows 7 SurePassID Only Login Screen
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