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Introduction  
 
This guide explains how to install and configure the SurePassID Credential 
Provider for Windows. The purpose of this guide is to provide a reference for 
system administrators. 
  
This guide provides information on the following topics: 
 

¶ What is SurePassID  Credential Provider ? 
o A brief introduction to the SurePassID Credential Provider. 

¶ Installing and Configuring SurePassID  Credential Provider  
o Detailed explanations for installing the SurePassID Credential 

Provider in a Windows environment. 
 
 
 

Other SurePassID  Guides  

 
The Server Install Guide for Windows Servers has the following companion 
guides that provide additional detail on specific topics for SurePassID: 
 
Á Server API Guide 
Á Fido U2F Mobile API Guide 
Á System Administration Guide 
Á Local Agent Guide  

o High performance Radius Server  
o Windows Event Log Integration  
o Active Directory Synchronization 

Á SurePassID Desktop Authenticator Guide  
Á Google Authenticator Guide  
Á SurePassID Authenticator Guide 

 

  

https://surepassid.atlassian.net/wiki/display/ProdDoc/SurePass+Server+API
https://surepassid.atlassian.net/wiki/display/ProdDoc/SurePassID+U2F+Mobility+API
https://surepassid.atlassian.net/wiki/display/ProdDoc/SurePassID+U2F+Mobility+API
https://surepassid.atlassian.net/wiki/display/ProdDoc/Administration+Guide
https://surepassid.atlassian.net/wiki/display/ProdDoc/SurePassID+Local+Agent
https://surepassid.atlassian.net/wiki/display/ProdDoc/Software+Tokens
https://surepassid.atlassian.net/wiki/display/ProdDoc/Software+Tokens
https://surepassid.atlassian.net/wiki/display/ProdDoc/Software+Tokens
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What is the SurePassID  Credential Provider?  
 
The SurePassID Credential Provider is a Windows Credential Provider plug-in 
component that adds Two Factor Authentication (2FA) to any Windows system. 
The SurePassID Credential Provider protects laptops, desktops, and servers 
from attacks when locally logging into a Windows device or login via Windows 
Remote Desktop Services (RDS).  
 
The SurePassID Credential Provider works with any SurePassID server (cloud, 
on-premises) and supports all the SurePassID 2FA supported OTP devices 
including key fobs, FIDO U2F USB tokens, display cards, soft tokens such as 
SurePassID Mobile Authenticator, Google authenticator, and mobile app push 
technologies such SurePass Mobile Push App, and SurePass Mobile Push App 
for FIDO U2F. 
 
The system supports offline authentication allowing users to work securely when 
they do not have any network connectivity; like in a car, train, plane, and insecure 
locations.   
 
Some offline options are: 
 

¶ Single Factor Only - Revert to username and password only. No 2FA 
required  

¶ Require 2FA  - OTP passcodes (mobile, fob, etc.) or FIDO U2F device. 
 
Other features: 
 

¶ Master Passcodes  - Admins can set strong passcodes for extreme 
emergencies. 

¶ Configuration export/import templates  - Configure a single windows 
system as the gold standard and then easily replicate to all other 
machines in the network. You can then easily burn it into your corporate 
Windows system images so it is automatically present on any new 
Windows systems. 

  



SurePassID Credential Provider Installation Guide  Page 7 of 35 

Prerequisites  
 
SurePassID Credential Provider can be installed on the following 32 and 64 bit 
Windows versions:  
 

¶ Windows 2008 ï All versions 

¶ Windows 2012 ï All versions  

¶ Windows 2016 ï All versions  

¶ Windows 7 ï Professional & Ultimate  

¶ Windows 8/8.1 ï Professional & Ultimate  

¶ Windows 10 
 
The following table summarizes which installer you need for each Windows 
platform. 
 

Installer Name Windows Version 

SurePassCP_V1.exe Windows 7 
Windows 2008  

SurePassCP_V2.exe Windows 2012 
Windows 2016 
Windows 8/8.1 
Windows 10/10.1 

Credential Provider 
Configuration App (stand-alone) 
Email support@surepassid.com 
for download Url. 

All Windows versions 

 

  

mailto:support@surepassid.com
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Post Configuration Steps  
 

Here are a few recommended items to consider after installing the SurePassID 
Credential Provider.  
 

¶ Disable all other credential providers, forcing SurePassID 2FA for all users 

¶ Review and configure system configuration settings to meet your  
requirements 

¶ Large scale rollout to all users 
 
These suggestions are discussed in subsequent sections.  
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Installing the Credential Provider  
 
The SurePassID Credential Provider installer will install all of the Credential 
Provider components and prerequisites.  
 
To start the installation you must first download the installation file 
SurePassCP_V1.exe  or SurePassCP_V2 .exe to one of your Windows systems.   
After the file has been downloaded, execute the file and you will see the following 
installation form:  
 
 

  
 

Figure  1:  Installation beginning  
 
 
Then you will see the SurePassID Credential Provider genuine app notice. 
 
 

 
 

Figure 2:  Genuine App Notice  
 
Press the Yes button and you will see the SurePassID Credential Provider Setup 
form. 
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Figure  3:  Installation App: Specify Install Configuration  

 
 
The form has the following fields:  
 

¶ Server Login Name (Account Id)  ï This is the identifier for your 
SurePassID account.   

¶ Server Login Password (Account token)  ï This is the password for your 
SurePassID account.    
 
You can get the Server Login Name  and Server Login Password  from 
the SurePassID Administration Portal as shown below:  
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¶ SurePassID  Server Endpoint Url  ï This is the listening endpoint for the 
SurePassID server. For example:  
 

https://your_ SurePassID _server_url/AuthServer/  
 
For convenience, the following abbreviations can be used as well:   

o Sandbox ï The SurePassID test cloud service   
o Production  ï The SurePassID production cloud service  

 

¶ Master Passcode  ï The code that can be used for the 2FA authentication 
One Time Passcode.  

¶ FIDO U2F AppId  ï The FIDO AppId that was used to register the userôs 
FIDO token.   Typically, the user will register their FIDO device using a 
FIDO registration app as part of user enrollment in the system. 

¶ Test button ï Verify the connection and credentials (Server Login Name, 
Server Login Password) to the SurePassID Server installation.  

¶ Export  button ï Export configuration to an export file. This option is only 
available after successful installation and you are running the app in 
standalone mode. 

¶ Import  button - Import the configuration information from a previously 
exported  configuration file using the Export  button.  

¶ Offline Security  ï 
o Single Factor Only  will allow the system to fall back to single 

factor (username and password only).   
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We strongly discourage the use of this option.  
o Require 2FA  demands that the user uses an offline 2FA method 

such as mobile OTP, Key Fob or FIDO U2F device.  

¶ Auto Authentication Method  ï The selected authentication method will 
be triggered when the user receives the login screen. For instance, if you 
set this to ñWhen user first receives the login screenò 

¶ Additional Authentication Methods ï By default, every user will need to 
enter a One Time Passcode in addition to their username and password.  
You can allow the user to use other authentication methods: 

o Send Passcode via SMS 
o Send Passcode via Email 
o Passcode via Voice Call 
o SMS Response Verification 
o  SMS Text OTP (deprecated by NIST) 
o SurePassID Mobile App U2F 

            
The Windows login screen is dynamically built for each user based on the 
parameters shown below: 

 

 
 
 

¶ Start button ï Start the configuration process. When completed, the 
screen indicates that the SurePass Credential Provider has now been 
installed.  You can then select the Exit  button.  

 
 
 
NOTE: You can run the Installation App stand-alone after installing to check the 
userôs configuration, import a new configuration, or export the current 
configuration.   
 
To verify installation of the SurePassID Credential Provider you can review the 
Installed Programs  located in the Control Panel  app as shown below:  
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Figure  4:  Installed System Component  
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Post Installation & Verification Steps  
 

Before verifying the system, it is important to understand how SurePassID 
Credential Provider maps users Windows login credentials to SurePassID users.  
 
IMPORTANT: The Windows login username must match the username 
defined to SurePassID .  
 
For example, if the user Mark logs into Windows with Mark, mydomain\Mark or 
Mark@mydomain.com, there must be a SurePassID user named Mark. This 
SurePassID account holds the 2FA tokens for the user. The username is 
identified via the User  Name attribute for SurePassID user account as shown 
below.  
  

 
 
 
In addition to manually adding a user to SurePassID, there are many options to 
import users (and their 2FA tokens) into SurePassID such as csv files, Active 
Directory repositories, etc. Check the Import Users section of the System 
Administration Guide for additional information about these options. 

Verifying Installation for Windows 7 and Windows 2008  
 
After installing the product and then logging out/locking/switching users, you 
should see the following images: 
 
 

https://surepassid.atlassian.net/wiki/display/ProdDoc/Administration+Guide
https://surepassid.atlassian.net/wiki/display/ProdDoc/Administration+Guide
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Figure  5:  Windows 7 Login Screen  
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Figure  6:  Windows Server 2008 Login Screen  
 

The SurePassID login tile (green border) is added as an option in addition to the 
standard Windows username & password (yellow border).   
 
NOTE: to eliminate the standard username and password option see the 
following section: Enforce SurePassID Two Factor Authentication for Windows 
Server 2008 and Windows 7.  
 

Select a SurePassID login tile to display the SurePassID login screen:  
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Figure  7:  Windows 7 SurePassID  Login Screen  
 

 

To login, enter your password and two factor passcode.  If you have a two factor 
key fob enter the number on the key fob. If you have a SurePassID Treo, position 
the cursor over the passcode field and tap the button on the Treo. If you have a 
mobile OTP app, enter the code from your mobile phone app or you can request 
a code via the menu items. In this case, press the button on your Treo and the 
passcode is filled into the Enter Passcode field as shown below:  
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Figure  8:  Windows 7 SurePassID  Login Screen Credentials  
 

Press the login submit button (white arrow in blue circle) to complete the secure 
login process.  
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Figure  9:  Windows Server 2008 Login Screen  
 

To login, enter your password and two factor passcode.  If you have a two factor 
key fob, enter the number on the key fob. If you have a SurePassID Treo, 
position the cursor over the passcode field and tap the button on the Treo. If you 
have a mobile OTP app, enter the code from your mobile app or you can request 
a code via the menu items. In this case, press the SMS push verification:  
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Figure  10:  Windows Server 2008 Login Screen SMS Verification  
 
You will receive the SMS verification confirmation request. Click Ok and wait for 
the verification SMS message on your mobile.  
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Figure  11:  Windows Server 2008 Login Screen Credentials  
 

After receiving and approving the verification SMS message on your mobile, 
press the login submit button (white arrow in blue circle) to complete the secure 
login process.  
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Verifying Installation on Windows Server 2012, Windows 
Server 2016, Windows Desktop 8.1, and Windows Desktop 
10.1  
 
After installing the product, log out, lock the desktop and switch users, you 
should see the following images for Windows 8.1.  The screen will look nearly 
identical for Windows Server 2012, Server 2016, Windows 10. 

 

 
 

Figure  12:  Windows Desktop 8.1, Server 2012 Login Screen  

 
Press the Sign-in options link. The screen will be updated to include all available 
sign-in options. The SurePassID login option is highlighted below.  
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Figure  13:  Windows Desktop 8.1, Server 2012 SurePassID  Login 
Screen  

 
Press or click on the SurePassID tile. The SurePassID login screen will be shown 
below.  
 



SurePassID Credential Provider Installation Guide  Page 24 of 35 

 
 

Figure  14:  Windows Desktop 8.1, Server 2012 SurePassID  Login 
Screen  

 
To login, enter your password and two factor passcode.  If you have a two factor 
key fob, enter the number on the key fob. If you have a SurePassID Treo, 
position the cursor over the passcode field and tap the button on the Treo. If you 
have a mobile OTP app, enter the code from your mobile or you can request a 
code via the menu items. In this case, press the button on your Treo and the 
passcode is filled into the Enter Passcode field as shown below:  
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Figure  15:  Windows Deskt op 8.1, Server 2012 SurePassID  Login 

Credentials   
 

Press the login submit button (arrow) to complete the secure login process.  
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Enforce SurePassID Two Factor Authentication for Windows 
Server 2008, Windows Desktop 7  
 

Disabling other logon methods to enforce SurePassID  2-Factor 
Authentication : Registry  

 

Download, unzip and run the following registry script: 

https://sandbox.surepassid.com/downloads/CP_V1/SurePassCP_V1_RegisterFilt
er.zip 

 

When you log into the system next time, the login screen will only show the 
SurePassID tile as shown below: 

 

 
 

Figure  16:  Windows 7 SurePassID  Only Login Screen  
 

https://sandbox.surepassid.com/downloads/CP_V1/SurePassCP_V1_RegisterFilter.zip
https://sandbox.surepassid.com/downloads/CP_V1/SurePassCP_V1_RegisterFilter.zip

















